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[bookmark: _Hlk138503952][bookmark: _Toc177040159][bookmark: _Toc1459559][bookmark: _Toc138928341][bookmark: _Toc1459587]Module 3:
Data Breach Preparation & Response
From 25 May 2018 Australian businesses of any size may need to comply with the GDPR if they have an establishment in the European Union (EU), if they offer goods and services in the EU, or if they monitor the behaviours of individuals in the EU.
The GDPR includes requirements that resemble those in the Privacy Act 1988, and additional measures that similarly aim to foster transparent information handling practices and business accountability around data handling. 
In the lead-up to the commencement of the GDPR requirements, businesses should confirm whether they are covered by the GDPR, and if so, take steps to implement any necessary changes to ensure compliance.
[bookmark: _Toc177040160]3.1 Part 1 (OAIC)
Data breaches & the Australian Privacy Act
[bookmark: _Toc1459560]Key points:
· A data breach is an unauthorised access or disclosure of personal information, or loss of personal information.
· Data breaches can have serious consequences, so it is important that entities have robust systems and procedures in place to identify and respond effectively.
· Entities that are regulated by the Privacy Act should be familiar with the requirements of the NDB scheme, which are an extension of their information governance and security obligations.
· A data breach incident may also trigger reporting obligations outside of the Privacy Act.
[bookmark: _Toc1459561][bookmark: _Toc138928342]What is a data breach? 
A data breach occurs when personal information that an entity holds is subject to unauthorised access or disclosure or is lost.
Personal information is information about an identified individual, or an individual who is reasonably identifiable. Entities should be aware that information that is not about an individual on its own can become personal information when it is combined with other information, if this combination results in an individual becoming ‘reasonably identifiable’ as a result.
A data breach may be the result of malicious action (by an external or insider party), human error, or a failure in information handling or associated security systems.
Examples of data breaches include:
· loss or theft of physical devices (such as laptops and storage devices) or paper records that contain personal information.
· unauthorised access to personal information by an employee.
· inadvertent disclosure of personal information due to ‘human error’, for example an email sent to the wrong person.
· disclosure of an individual’s personal information to a scammer, because of inadequate identity verification procedures.
[bookmark: _Toc1459562][bookmark: _Toc138928343]Confidentiality breach
Technically, confidentiality is breached every time some who does not need to know, comes to know something. It is not just when the consequences make themselves felt. Breaches of this kind can occur in writing, by oral transmission or by electronic means including eavesdropping.
[bookmark: _Toc1459563][bookmark: _Toc138928344]Availability breach
A breach of availability can occur through Denial-of-Service attacks where the web server is deluged with requests, or when millions of spam emails overwhelm servers, or a virus spread on a network.
The latter point is a rather formal argument, based on the literal meaning of the word ‘breach’. While it is normal to use the term for incidents affecting confidentiality and leading to unwanted disclosure of information, temporary unavailability of systems or services is not normally defined as a breach. People prefer to call this an ‘incident’ (based on terms used in the ITIL framework).
[bookmark: _Toc1459564][bookmark: _Toc138928345]Integrity breach
Whenever the integrity of information or its means of storage are violated. It could be through transmission errors, by intentional manipulation, by unintentional handling errors or by the corruption of file content or structure due to electrical, magnetic or other failures. 
[bookmark: _Toc1459565][bookmark: _Toc138928346]Consequences of a data breach
Data breaches can cause harm in multiple ways. 
Individuals whose personal information is involved may be at risk of serious harm, whether that is harm to their physical or mental well-being, financial loss, or damage to their reputation.
Examples of such harm include:
· financial fraud including unauthorised credit card transactions or credit fraud
· identity theft causing financial loss or emotional and psychological harm
· family violence
· physical harm or intimidation
· extortion
A data breach can also negatively impact an entity’s reputation for privacy protection, and as a result undercut an entity’s commercial interests. As shown in the OAIC’s long-running national community attitudes to privacy survey, privacy protection contributes to an individual’s trust in an entity. 2 If an entity is perceived to be handling personal information contrary to community expectations, individuals may seek out alternative products and services.
An entity can reduce the reputational impact of a data breach by effectively minimising the risk of harm to affected individuals, and by demonstrating accountability in their data breach response. This involves being transparent when a data breach, which is likely to cause serious harm to affected individuals, occurs. Transparency enables individuals to take steps to reduce their risk of harm. It also demonstrates that an entity takes their responsibility to protect personal information seriously, which is integral to building and maintaining trust in an entity’s personal information handling capability.
[bookmark: _Toc1459566][bookmark: _Toc138928347]The Australian Privacy Principles
The Privacy Act contains 13 Australian Privacy Principles (APPs) listed below that set out entities’ obligations for the management of personal information. The APPs are principles-based and technologically neutral; they outline principles for how personal information is handled and these may be applied across different technologies and uses of personal information over time.
1. [bookmark: _Int_jhmfDl97]APP 1 — Open and transparent management of personal information
2. APP 2 — Anonymity and pseudonymity
3. APP 3 — Collection of solicited personal information.
4. APP 4 — Dealing with unsolicited personal information.
5. APP 5 — Notification of the collection of personal information.
6. APP 6 — Use or disclosure of personal information.
7. APP 7 — Direct marketing.
8. APP 8 — Cross-border disclosure of personal information.
9. APP 9 — Adoption, use or disclosure of government related identifiers.
10. APP 10 — Quality of personal information.
11. APP 11 — Security of personal information.
12. APP 12 — Access to personal information.
13. APP 13 — Correction of personal information
Compliance with the APPs will reduce the risk of a data breach occurring because they ensure that privacy risks are either reduced or removed during the process of personal information handling, including collection, storage, use, disclosure, and destruction of personal information. For example, APP 3 restricts the collection of personal information. APPs 4.3 and 11.2 outline requirements to destroy or de-identify information if it is unsolicited or no longer needed by the entity. Compliance with these requirements reduces the amount of data that may be exposed because of a breach.
Compliance with the requirement to secure personal information in APP 11 is key to minimising the risk of a data breach.3 APP 11 requires entities to take reasonable steps to protect the personal information they hold from misuse, interference and loss, and from unauthorised access, modification or disclosure. The type of steps that are reasonable to protect information will depend on the circumstances of the entity and the risks associated with personal information handled by the entity.
In addition, APP 1 requires entities to take reasonable steps to establish and maintain practices, procedures, and systems to ensure compliance with the APPs.5 
[bookmark: _Toc1459567][bookmark: _Toc138928348]The Notifiable Data Breaches (NDB) scheme
This topic was discussed in some detail in Module 2 – mentioned again here for full disclosure.
The NDB scheme in Part IIIC of the Privacy Act requires entities to notify affected individuals and the Commissioner of certain data breaches.
[bookmark: _Int_kNYByNoB]The NDB scheme requires entities to notify individuals and the Commissioner about ‘eligible data breaches’. Such a breach occurs when the following criteria are met:
· There is unauthorised access to, or disclosure of personal information held by an entity (or information is lost in circumstances where unauthorised access or disclosure is likely to occur).
· This is likely to result in serious harm to any of the individuals to whom the information relates.
· The entity has been unable to prevent the likely risk of serious harm with remedial action.
Entities must also conduct an assessment if it is not clear if a suspected data breach meets these criteria. The assessment will determine whether the breach is an ‘eligible data breach’ that triggers notification obligations.
[bookmark: _Toc1459568][bookmark: _Toc138928349]Other obligations
Entities may have other obligations outside of those contained in the Privacy Act that relate to personal information protection and responding to a data breach. These may include other data protection obligations under state-based or international data protection laws. Australian businesses may need to comply with the European Union’s (EU’s) General Data Protection Regulation (GDPR) if they have an establishment in the EU, if they offer goods and services in the EU, or if they monitor the behaviour of individuals in the EU.
For data breaches affecting certain categories of information, other mandatory or voluntary reporting schemes may exist. For example, entities might consider reporting certain breaches to:
· the entity’s financial services provider
· police or law enforcement bodies
· the Australian Securities & Investments Commission (ASIC)
· the Australian Prudential Regulation Authority (APRA)
· the Australian Taxation Office (ATO)
· the Australian Transaction Reports and Analysis Centre (AUSTRAC)
· the Australian Cyber Security Centre (ACSC)
· the Australian Digital Health Agency (ADHA)
· the Department of Health
· State or Territory Privacy and Information Commissioners
· professional associations and regulatory bodies
· insurance providers.
Some entities may have additional obligations to report to the Commissioner under the National Cancer Screening Register Act 2016 (NCSR Act) or have different reporting obligations under the My Health Records Act 2012 (My Health Records Act).
Under the NCSR Act, current and former contracted service providers of the National Cancer Screening Register must notify the Secretary of the Department of Health (the Secretary) and the Commissioner if they become aware of unauthorised recording, use or disclosure of personal information included in the Register. The Secretary must also notify the Commissioner of certain data breaches, including potential breaches, in connection with the National Cancer Screening Register. The Secretary must also consult the Information Commissioner about notifying individuals who may be affected. Separately, entities with NCSR Act obligations must consider whether the incident also requires notification under the NDB scheme, as the two schemes operate concurrently. Where the test for both schemes have been met, the entity may make a joint notification to the Commissioner.
[bookmark: _Toc1459569][bookmark: _Toc138928350]Why do you need a data breach response plan?
All entities should have a data breach response plan. Your actions in the first 24 hours after discovering a data breach are often crucial to the success of your response. A quick response can substantially decrease the impact on the affected individuals. 
High profile data breaches, both in Australia and overseas, highlight the significant disruption caused by a breach of personal information. Research suggests that the cost to an organisation for a data breach can be significant. Implementing a data breach response plan can assist in mitigating these costs.
Having a data breach response plan is part of establishing robust and effective privacy procedures. And having clear roles and responsibilities is part of good privacy governance. A data breach response plan can also help you:
· Meet your obligations under the Privacy Act — an entity must take reasonable steps to protect the personal information that it holds; those reasonable steps may include having a data response plan.
· Protect an important business asset — the personal information of your customers and clients as well as your reputation.
· Deal with adverse media or stakeholder attention from a breach or suspected breach
· Instil public confidence in your capacity to protect personal information by properly responding to the breach.
[bookmark: _Toc138928356][bookmark: _Toc138928573]

[bookmark: _Toc177040161]3.2 Part 2 (OAIC)
[bookmark: _Toc1459588][bookmark: _Toc138928357]Preparing a data breach response plan
Key points
· A quick response to a data breach, based on an up-to-date data breach response plan, is critical to effectively managing a breach
· your data breach response plan should outline your entity’s strategy for containing, assessing and managing the incident from start to finish
· this part will provide practical guidance to help you develop a comprehensive and effective data breach response plan.
[bookmark: _Toc1459589][bookmark: _Toc138928358]Why do you need a data breach response plan?
All entities should have a data breach response plan. A data breach response plan enables an entity to respond quickly to a data breach. By responding quickly, an entity can substantially decrease the impact of a breach on affected individuals, reduce the costs associated with dealing with a breach, and reduce the potential reputational damage that can result.
A data breach response plan can help you:
[bookmark: _Toc1459590][bookmark: _Toc138928359]Meet your obligations under the Privacy Act
Under the Privacy Act, an entity must take reasonable steps to protect the personal information that it holds. A data breach response plan focussed on reducing the impact of a breach can be one of these reasonable steps.
[bookmark: _Toc1459591][bookmark: _Toc138928360]Limit the consequences of a data breach
A quick response can reduce the likelihood of affected individuals suffering harm. It can also lessen financial or reputational damage to the entity that experienced the breach.
[bookmark: _Toc1459592][bookmark: _Toc138928361]Preserve and build public trust
An effective data breach response can support consumer and public confidence in an entity’s respect for individual privacy, and the entity’s ability to manage personal information in accordance with community expectations.
[bookmark: _Toc1459593][bookmark: _Toc138928362]What is a data breach response plan?
A data breach response plan is a framework that sets out the roles and responsibilities involved in managing a data breach. It also describes the steps an entity will take if a data breach occurs. 
Your data breach response plan should be in writing to ensure that your staff clearly understand what needs to happen in the event of a data breach. It is also important for staff to be aware of where they can access the data breach response plan on short notice.
You will need to regularly review and test your plan to make sure it is up to date and that your staff know what actions they are expected to take. You can test your plan by, for example, responding to a hypothetical data breach and reviewing how your response could be made more effective.
How regularly you test your plan will depend on your circumstances, including the size of your entity, the nature of your operations, the possible adverse consequences to an individual if a breach occurs, and the amount and sensitivity of the information you hold. It may be appropriate in some instances that a review of the plan coincides with the introduction of new products, services, system enhancements, or such other events which involve the handling of personal information.
[bookmark: _Toc1459594][bookmark: _Toc138928363]What should the plan cover?
The more comprehensive your data breach response plan is, the better prepared your entity will be to effectively reduce the risks and potential damage that can result.
Information that your plan should cover includes:
[bookmark: _Toc1459595][bookmark: _Toc138928364]A clear explanation of what constitutes a data breach
This will assist your staff in identifying a data breach should one occur (see What is a data breach? section above). You may also want to include potential examples of a data breach which are tailored to reflect your business activities.
[bookmark: _Toc1459596][bookmark: _Toc138928365]A strategy for containing, assessing and managing data breaches
This strategy should include the actions your staff, and your response team, will take in the event of a data breach or a suspected data breach. Consider:
· potential strategies for containing and remediating data breaches
· ensuring you have the capability to implement those strategies as a matter of priority (e.g., having staff available to deal with the breach – see Response team membership section below). Your plan should reflect the capabilities of your staff to adequately assess data breaches and their impact, especially when breaches are not escalated to a response team.
· legislative or contractual requirements (such as the requirements of the NDB scheme if they apply to your entity)
· a clear and immediate communications strategy that allows for the prompt notification of affected individuals and other relevant entities. In particular:
· who is responsible for implementing the communications strategy.
· determining when affected individuals must be notified (refer to Identifying eligible data breaches for further information about mandatory data breach notification requirements under the NDB scheme)
· how affected individuals will be contacted and managed.
· criteria for determining which external stakeholders should be contacted (for example, law enforcement and cyber security agencies, regulators such as the OAIC, and the media)
· who is responsible for liaising with external stakeholders.
[bookmark: _Toc1459597][bookmark: _Toc138928366]The roles and responsibilities of staff
Your plan should outline the responsibilities of staff members when there is a data breach, or a suspected data breach. Consider:
· who staff should inform immediately if they suspect a data breach
· the circumstances in which a line manager can handle a data breach, and when a data breach must be escalated to the response team. The following factors may determine when a data breach is escalated to the response team:
· the number of people affected by the breach or suspected breach
· whether there is a risk of serious harm to affected individuals now or in the future
· whether the data breach or suspected data breach may indicate a systemic problem with your entity’s practices or procedures
· other issues relevant to your circumstances, such as the value of the data to you or issues of reputational risk.
· who is responsible for deciding whether the breach should be escalated to the response team. One option is for each senior manager to hold responsibility for deciding when to escalate a data breach to the response team. Another option is to have a dedicated role, such as the privacy contact officer. 
[bookmark: _Toc1459598][bookmark: _Toc138928367]Documentation
Your plan should consider how your entity will record data breach incidents, including those that are not escalated to the response team. This will assist you in ensuring you have documentation of how your entity has met regulatory requirements.
[bookmark: _Toc1459600][bookmark: _Toc138928369]Response team membership
Your data breach response team is responsible for carrying out the actions that can reduce the potential impact of a data breach. It is important that the staff that make up the response team, as well as their roles and responsibilities, are clearly established and documented before a data breach occurs. Otherwise, your response to the breach may be unnecessarily delayed.
Who is in your data breach response team will depend on the circumstances of your entity and the nature of the breach. Different skill sets and staff may be needed to respond to one breach compared to another. In some cases, you may need to include external experts in your team, for example legal advice, data forensics, or media management. You should identify the types of expertise you may need and ensure that this expertise will be available on short notice. You might consider creating a core team and adding other members as they are required.
You should keep a current list of response team members and clearly detail their roles, responsibilities, and authorities, as well as their contact details (possibly attached to the data breach response plan). You should ensure these contact details remain updated, particularly in the event of organisational changes. Each role on the response team should have a second point of contact in case the first person is not available.
[bookmark: _Toc1459601][bookmark: _Toc138928370]Typical data breach response team roles and skills
Your data breach response team may include:
· Team leader — who is responsible for leading the response team and reporting to senior management.
· Project manager — to coordinate the team and provide support to its members.
· Senior member of staff with overall accountability for privacy and/or key privacy officer — to bring privacy expertise to the team.
· Legal support — to identify legal obligations and provide advice.
· Risk management support — to assess the risks from the breach.
· Information and Communication Technology (ICT) support/forensics support — this role can help establish the cause and impact of a data breach that involved ICT systems.
· Information and records management expertise – to assist in reviewing security and monitoring controls related to the breach (for example, access, authentication, encryption, audit logs) and to provide advice on recording the response to the data breach.
· Human resources (HR) support — if the breach was due to the actions of a staff member.
· Media/communications expertise — to assist in communicating with affected individuals and dealing with the media and external stakeholders.
If you hold an insurance policy for data breaches, that insurer may have a pre-established panel of external service providers in many of the roles listed above. You may want to consult with your insurer as to the identity of that panel so they can be included in any response team. Alternatively, the insurer may have a hotline available to assist in the event of a data breach, and that could be noted in the response plan.
Which individuals carry out the roles outlined in your response team will depend on your circumstances. For example, in smaller entities it may not be necessary to include steps related to escalating the data breach to the response team, as this may be an automatic process. Depending on the size of your entity or the size of the breach, a single person may perform multiple roles. In smaller entities the owner/principal of the entity could potentially be the person who needs to respond to and act on that breach.
It is important that the response team has the authority to take the steps outlined in the response plan without needing to seek permission, as this will enable a faster response to the breach. The role of team leader should be carefully considered, as they should have sufficient ability and authority to effectively manage the various sections within the entity whose input is required and to report to senior management. It may be your senior member of staff with overall accountability for privacy, a senior lawyer (if you have an internal legal function) or another senior manager. If the breach is serious, it may be a senior executive.
[bookmark: _Toc1459602][bookmark: _Toc138928371]Actions the response team should take
A data breach response plan should also set out (or refer to) the actions the response team is expected to take when a data breach is discovered. Part 3 of this Guide provides a general framework for responding to a data breach, and Part 4 outlines the requirements of the NDB scheme, which may apply to your entity if they have personal information security obligations under the Privacy Act.
The response team will need to consider what information needs to be reported to senior management and at what point. This reporting structure should form part of the plan.
The data breach response plan should outline how staff will record how they have become aware of a data breach and the actions taken in response. Keeping records on data breaches and suspected breaches will help you manage the breach and identify risks that could make a breach more likely to occur.
[bookmark: _Toc1459603][bookmark: _Toc138928372]Other considerations
In developing your plan, you could also consider:
· when and how the response team could practice a response to a breach to test procedures and refine them
· whether your plan for dealing with personal information data breaches could link into or be incorporated into already existing processes, such as a disaster recovery plan, a cyber security/ICT incident response plan, a crisis management plan or an existing data breach response plan involving other types of information (e.g., commercially confidential information)
· whether senior management should be directly involved in the planning for dealing with data breaches and in responding to serious data breaches
· any reporting obligations under laws other than the Privacy Act or to other entities
· whether you have an insurance policy for data breaches that includes steps you must follow.
[bookmark: _Toc1459604][bookmark: _Toc138928373]Data breach response plan quick checklist
Use this list to check whether your response plan addresses relevant issues.

	Information to be included
	Yes/No
	Comments

	What a data breach is and how staff can identify one
	
	

	Clear escalation procedures and reporting lines for suspected data breaches
	
	

	Members of the data breach response team, including roles, reporting lines and responsibilities
	
	

	Details of any external expertise that should be engaged circumstances
	
	

	How the plan will apply to various types of data breaches and varying risk profiles with consideration of possible remedial actions
	
	

	An approach for conducting assessments
	
	

	Processes that outline when and how individuals are notified
	
	

	Circumstances in which law enforcement, regulators (such as the OAIC), or other entities may need to be contacted
	
	

	Processes for responding to incidents that involve another entity
	
	

	A record-keeping policy to ensure that breaches are documented
	
	

	Requirements under agreements with third parties such as insurance policies or service agreements
	
	

	A strategy identifying and addressing any weaknesses in data handling that contributed to the breach
	
	

	Regular reviewing and testing of the plan
	
	

	A system for a post-breach review and assessment of the data breach response and the effectiveness of the data breach response plan
	
	



[bookmark: _Toc1459651][bookmark: _Toc138928374][bookmark: _Toc138928574][bookmark: _Toc1459605]

[bookmark: _Toc177040162]3.3 Part 3 (OAIC)
[bookmark: _Toc1459652][bookmark: _Toc138928375]Responding to data breaches — Four key steps
[bookmark: _Toc1459653]Key points
· Each data breach response needs to be tailored to the circumstances of the incident.
· In general, a data breach response should follow four key steps: contain, assess, notify and review.
[bookmark: _Toc1459654][bookmark: _Toc138928376]Overview
Data breaches can be caused or exacerbated by a variety of factors, involve different types of personal information, and give rise to a range of actual or potential harms to individuals and entities.
As such, there is no single way of responding to a data breach. Each breach will need to be dealt with on a case-by-case basis, with an understanding of the risks posed by a breach and the actions that would be most effective in reducing or removing these risks.
Generally, the actions taken following a data breach should follow four key steps:
Step 1: Contain the data breach to prevent any further compromise of personal information.
Step 2: Assess the data breach by gathering the facts and evaluating the risks, including potential harm to affected individuals and, where possible, taking action to remediate any risk of harm.
Step 3: Notify individuals and the Commissioner if required. If the breach is an ‘eligible data breach’ under the NDB scheme, it may be mandatory for the entity to notify.
Step 4: Review the incident and consider what actions can be taken to prevent future breaches.
At any time, entities should take remedial action, where possible, to limit the impact of the breach on affected individuals. If remedial action is successful in preventing a likely risk of serious harm to individuals, the NDB scheme notification obligations may not apply.
In general, entities should:
· take each data breach or suspected data breach seriously and move immediately to contain, assess and remediate the incident. Breaches that may initially seem immaterial may be significant when their full implications are assessed
· [bookmark: _Int_tQeeKRzM]undertake steps 1 (Contain), 2 (Assess), and 3 (Notify) either simultaneously or in quick succession. In some cases it may be appropriate to notify individuals immediately, before containment or assessment of the breach occurs
· determine how to respond on a case-by-case basis. Depending on the breach, not all steps may be necessary, or some steps may be combined. In some cases, an entity may take additional steps that are specific to the nature of the breach.
The following diagram summarises the data breach response process. The parts of this process that are required by the NDB scheme are coloured red. The NDB scheme is explained in detail in Part 4 of this guide.
[image: https://www.oaic.gov.au/resources/privacy-law/privacy-act/notifiable-data-breaches-scheme/flowchart-ndb.png]

[bookmark: _Toc1459655][bookmark: _Toc138928377]Step 1: Contain
Once an entity has discovered or suspects that a data breach has occurred, it should immediately take action to limit the breach.
For example, stop the unauthorised practice, recover the records, or shut down the system that was breached. If it is not practical to shut down the system, or if it would result in loss of evidence, then revoke or change computer access privileges or address weaknesses in physical or electronic security.
Addressing the following questions may help you identify strategies to contain a data breach:
· How did the data breach occur?
· Is the personal information still being shared, disclosed, or lost without authorisation?
· Who has access to the personal information?
· What can be done to secure the information, or stop the unauthorised access or disclosure, and reduce the risk of harm to affected individuals?
At this point, an entity may suspect an eligible data breach under the NDB scheme has occurred, which would trigger assessment obligations. Or the entity may believe the data breach is an eligible data breach, which requires them to notify individuals as soon as practicable.
During this preliminary stage, be careful not to destroy evidence that may be valuable in identifying the cause of the breach, or that would enable the entity to address all risks posed to affected individuals or the entity.
[bookmark: _Toc1459656][bookmark: _Toc138928378]Step 2: Assess
An assessment of the data breach can help an entity understand the risks posed by a data breach and how these risks can be addressed. It should be conducted as expeditiously as possible.
Gather and evaluate as much information about the data breach as possible. By creating a complete picture of the data breach, an entity can ensure they understand the risk of harm to affected individuals and identify and take all appropriate steps to limit the impact of a data breach.
This assessment should also assist entities in deciding whether affected individuals must be notified.
In your assessment of a data breach, consider:
· the type or types of personal information involved in the data breach
· the circumstances of the data breach, including its cause and extent
· the nature of the harm to affected individuals, and if this harm can be removed through remedial action.
All entities should consider whether remedial action can be taken to reduce any potential harm to individuals. This might also take place during Step 1: Contain, such as by recovering lost information before it is accessed.
Entities subject to the NDB scheme are required to assess ‘suspected’ eligible data breaches and take reasonable steps to complete this assessment within 30 days (see Assessing a suspected data breach). Criteria for assessing a data breach, including the risk of harm and remedial action, is explored in Identifying eligible data   breaches.
Step 3: Notify
Notification can be an important mitigation strategy that has the potential to benefit both the entity and the individuals affected by a data breach. The challenge is to determine when notification is appropriate. Sometimes, notifying individuals can cause undue stress or harm. For example, notifying individuals about a data breach that poses very little or no risk of harm can cause unnecessary anxiety. It can also de-sensitise individuals so that they don’t take a notification seriously, even when there is a real risk of serious harm. Each incident needs to be considered on a case-by-case basis to determine whether breach notification is required.
Consider:
· the obligations of the entity under the NDB scheme. Entities are required to notify individuals and the Commissioner about data breaches that are likely to result in serious harm. Part 4 of this guide provides further detail about the NDB scheme’s requirements
· other circumstances in which individuals should be notified. For example, your entity may not have obligations under the NDB scheme, but have processes in place to notify affected individuals in certain circumstances
· how notification should occur, including:
· what information is provided in the notification
· how the notification will be provided to individuals
· who is responsible for notifying individuals and creating the notification?
· who else other than affected individuals (and the Commissioner if the notification obligations of the NDB scheme apply) should be notified
· where a law enforcement agency is investigating the breach, it may be appropriate to consult the investigating agency before making details of the breach public
· whether the incident triggers reporting obligations to other entities.
Effective data breach response is about reducing or removing harm to affected individuals, while protecting the interests of your organisation or agency. Notification has the practical benefit of providing individuals with the opportunity to take steps to protect their personal information following a data breach, such as by changing account passwords or being alert to possible scams resulting from the breach. It is important that staff can engage with individuals who have been affected by a data breach with sensitivity and compassion, in order not to exacerbate or cause further harm. Notification can also help build trust in an entity, by demonstrating that privacy protection is taken seriously.
[bookmark: _Toc1459657][bookmark: _Toc138928379]Step 4: Review
Once steps 1 to 3 have been completed, an entity should review and learn from the data breach incident to improve its personal information handling practices.
This might involve:
· a security review including a root cause analysis of the data breach
· a prevention plan to prevent similar incidents in future
· audits to ensure the prevention plan is implemented
· a review of policies and procedures and changes to reflect the lessons learned from the review
· changes to employee selection and training practices
· a review of service delivery partners that were involved in the breach.
In reviewing information management and data breach response, an entity can refer to the OAIC’s
[bookmark: _Toc1459658][bookmark: _Toc138928380]Guide to securing personal information
When reviewing a data breach incident, it is important to use the lessons learned to strengthen the entity’s personal information security and handling practices, and to reduce the chance of reoccurrence. A data breach should be considered alongside any similar breaches that have occurred in the past, which could indicate a systemic issue with policies or procedures.
If any updates are made following a review, staff should be trained in any changes to relevant policies and procedures to ensure a quick response to a data breach.
[bookmark: _Toc138928381][bookmark: _Toc138928575][bookmark: _Toc1459659]

[bookmark: _Toc177040163]3.4 Part 4: (OAIC)
[bookmark: _Toc138928382]Notifiable Data Breach (NDB) Scheme
The Privacy Act requires certain entities to notify individuals and the Commissioner about data breaches that are likely to cause serious harm.
The requirements of the NDB scheme are contained in Part IIIC of the Privacy Act and apply to breaches that occur on or after 22 February 2018.
This part of the guide covers the following topics:
· Entities covered by the NDB scheme.
· Data breaches involving more than one entity.
· Identifying eligible data breaches
· Exceptions to the notification obligation
· Assessing a suspected data breach
· Notifying individuals about an eligible data breach
· What to include in an eligible data breach statement
· The Australian Information Commissioner's role in the NDB scheme.
[bookmark: _Toc1459660][bookmark: _Toc138928383]Entities covered by the NDB scheme
Key points:
· Entities that have existing obligations under the Privacy Act to secure personal information must comply with the NDB scheme.
· This includes Australian Government agencies, businesses and not-for profit organisations that have an annual turnover of more than AU$3 million, private sector health service providers, credit reporting bodies, credit providers, entities that trade in personal information and tax file number (TFN) recipients.
· Entities that have Privacy Act security obligations in relation to types of information only (for example, small businesses that are required to secure tax file number information) do not need to notify about data breaches that affect other types of information outside the scope of their obligations under the Privacy Act.
[bookmark: _Toc1459661][bookmark: _Toc138928384]Australian Privacy Principles entities
The NDB scheme applies to entities that have an obligation under APP 11 of the Privacy Act to protect the personal information they hold (s 26WE(1)(a)).11 Collectively known as ‘APP entities’, these include Australian Government agencies and private sector and not-for-profit organisations with an annual turnover of more than $3 million. The definition of APP entity generally does not include small business operators, registered political parties, state or territory authorities, or a prescribed instrumentality of a state (s 6C). However, some businesses of any size are APP entities, including businesses that trade in personal information12 and organisations that provide a health service to, and hold health information about, individuals (see Is my organisation a health service provider?).
For more information about APP entities, see Chapter B of the Australian Privacy Principal Guidelines (APP Guidelines).
Exempt acts and practices, including employee records.
The NDB scheme only applies to entities and personal information holdings that are already subject to security requirements under the Privacy Act. This means that acts and practices of APP entities that are exempt from the Privacy Act will also be exempt from the NDB scheme.
[bookmark: _Int_Zuqj8CE9]For example, in some circumstances, private sector employers do not have to comply with the APPs in relation to employee records associated with current and former employment relationships (s 7B(3)). If an exempt employee record is subject to unauthorised access, disclosure or loss, the private sector employer does not have to assess the breach or notify individuals and the Commissioner. This exemption does not apply to TFN information that is contained within an employee record. However, given community expectations around the handling of their personal information, it is recommended that employers notify affected individuals where a breach of an employee record is likely to result in serious harm. Doing so will enable affected individuals to take protective action against any potential harms, as well as illustrating to employees that the security of their records is taken seriously.
Further information about acts and practices that are exempt from the APPs and, by extension, the NDB scheme can be found in Privacy business resource 13: Application of the Australian Privacy Principles to the private sector.
[bookmark: _Toc1459662][bookmark: _Toc138928385]Small business operators
A small business operator (SBO) is an individual (including a sole trader), body corporate, partnership, unincorporated association, or trust that has not had an annual turnover of more than $3 million in any financial year since 2001 (s 6D).
[bookmark: _Int_H0FIxfqM]Generally, SBOs (Small Business Operator) do not have obligations under the APPs unless an exception applies (s 6D(4)).
In certain circumstances an SBO must comply with the APPs, and therefore with the NDB scheme. That will be the case where the SBO:
· holds health information and provides a health service
· is related to an APP entity
· trades in personal information. That is, the SBO discloses personal information about individuals to anyone else for a benefit, service or advantage; or provides a benefit, service or advantage through the collection of personal information about another individual from anyone else
· are a credit reporting bodies
· is an employee association registered under the Fair Work (Registered Organisations) Act 2009
· has ‘opted-in’ to APP coverage under s 6EA of the Privacy Act.
If an SBO carries on certain activities it must comply with the APPs, and therefore must comply with the NDB scheme, but only in relation to personal information held by the entity for the purpose of, or in connection with, those activities. Those activities include:
· providing services to the Commonwealth under a contract
· operating a residential tenancy data base
· reporting under the Anti-Money Laundering and Counter-Terrorism Financing Act 2006
· conducting a protected action ballot
· information retained under the mandatory data retention scheme, as per Part 5-1A of the Telecommunications (Interception and Access) Act 1979.
More information about how to determine whether a business or organisation is an APP entity or subject to the APPs for some of its activities is available at Privacy business resource 10: Does my small business need to comply with the Privacy    Act?.16
[bookmark: _Toc1459663][bookmark: _Toc138928386]Credit reporting bodies
A credit reporting body (CRB) is a business or undertaking that involves collecting, holding, using, or disclosing personal information about individuals for the purpose of providing an entity with information about the credit worthiness of an individual (s 6P). Credit reporting information is defined as credit information or CRB derived information about an individual (s 6(1)).
CRBs (Credit Reporting Body) have obligations under the NDB scheme in relation to their handling of credit reporting information (s 26WE(1)(b)), and in relation to their handling of any other personal information for which they have obligations under APP 11.
[bookmark: _Toc1459664][bookmark: _Toc138928387]Credit providers
The NDB scheme applies to all credit providers whether they are APP entities. The section of the Privacy Act under which a credit provider is required to comply with the scheme will depend on what kind of information is involved in the data breach.
If it is ‘credit eligibility information’ (defined in s 6(1)) the NDB scheme will apply because of the security requirement in s 21S (1) in relation to that information.
If the credit provider is also an APP entity the NDB scheme applies in relation to other personal information because of the security requirement in APP 11.
The organisations that are credit providers for the purposes of the Privacy Act (s 6G)  are:
· a bank
· an organisation or small business operator if a substantial part of its business is the provision of credit, such as a building society, finance company or a credit union
· a retailer that issues credit cards in connection with the sale of goods or services
· an organisation or SBO that supplies goods and services where payment is deferred for seven days or more, such as telecommunications carriers, and energy and water utilities
· certain organisations or SBOs that provide credit in connection with the hiring, leasing, or renting of goods.
An organisation or SBO that acquires the right of a credit provider in relation to the repayment of an amount of credit is also considered a credit provider, but only in relation to that credit (s 6K).
For more information about categories of credit-related personal information, see Privacy business resource 3: Credit reporting – what has changed.
[bookmark: _Toc1459665][bookmark: _Toc138928388]TFN recipients
The NDB scheme applies to TFN recipients18 in relation to their handling of TFN information (s 26WE(1)(d)). A TFN recipient is any person who is in possession or control of a record that contains TFN information (s 11). TFN information is information that connects a TFN with the identity of a particular individual (s 6).
A TFN recipient may also be an APP entity or credit provider. In certain circumstances, entities that are not otherwise covered by the Privacy Act, such as state and local government bodies, may also be authorised to receive TFN information and will be considered TFN recipients.
The NDB scheme applies to TFN recipients to the extent that TFN information is involved in a data breach. If TFN information is not involved, a TFN recipient would only need to comply with the NDB scheme for breaches of other types of information if they are also a credit provider or APP entity.
More information about TFN recipients is available in Privacy business resource 12: The Privacy (Tax File Number) Rule 2015 and the protection of tax file number information.19
Overseas activities
[bookmark: _Toc1459666][bookmark: _Toc138928389]Entities with an ‘Australian link’
The NDB scheme generally extends to the overseas activities of an Australian Government agency (s 5B (1)). It also applies to organisations (including small businesses covered by the Act, outlined above) that have an ‘Australian link’ (s 5B (2)).
An organisation has an Australian link either because it is, in summary, incorporated or formed in Australia (see s 5B(1A) for more detail), or where:
· it carries on business in Australia or an external Territory, and
· it collected or held personal information in Australia or an external Australian Territory, either before or at the time of the act or practice (s 5B (3)).
Further information about entities that are taken to have an Australian link is available in Chapter B of the APP Guidelines.
Disclosing personal information overseas
If an APP entity discloses personal information to an overseas recipient, in line with the requirements of APP 8.1, then the APP entity is deemed to ‘hold’ the information for the purposes of the NDB scheme (s 26WC (1)). APP 8.1 says that an APP entity that discloses personal information to an overseas recipient is required to take reasonable steps to ensure that the overseas recipient does not breach the APPs in relation to the information. This means that if the personal information held by the overseas recipient is subject to loss, unauthorised access, or disclosure, the APP entity is still responsible for assessing whether it is an eligible data breach under the Privacy Act, and if it is, for notifying individuals at risk of serious harm and providing a statement to the Commissioner.
There are exceptions to the requirement in APP 8.1 to take reasonable steps. APP entities that disclose information overseas under an exception in APP 8.2 are not taken to ’hold’ information they have disclosed overseas under s 26WC. In these circumstances, if the personal information held by the overseas recipient is subject to a data breach, the APP entity does not have obligations to notify about the breach under the NDB scheme.
More information about APP 8 is available in Privacy business resource 8: Sending personal information   overseas.21
Disclosing credit eligibility information
If a credit provider discloses credit eligibility information about one or more individuals to a person, a body or a related body corporate that does not have an ‘Australian link’ (s 26WC(2)(a)), the credit provider may also have obligations under the NDB scheme in respect of that information. If credit eligibility information held by the person or related body corporate is subject to loss, unauthorised access, or disclosure, the credit provider is responsible for assessing whether there is an eligible data breach that needs to be notified to individuals at risk of serious harm and the Commissioner.
[bookmark: _Toc177040164]3.6 Cross-border Data Transfer Regulations
Cross-border data transfer refers to the movement of personal data across national borders. In our interconnected world, many organizations transfer data internationally for various business purposes. However, this practice is subject to increasing regulation to protect individuals' privacy rights.
Key Regulations
1. General Data Protection Regulation (GDPR)
· Applies to. European Union (EU) and European Economic Area (EEA)
· Key points:
· Strict rules for transferring data outside the EU/EEA
· Requires "adequate level of protection" for personal data
· Uses mechanisms like Standard Contractual Clauses (SCCs) and Binding Corporate Rules (BCRs)
2. California Consumer Privacy Act (CCPA)
· Applies to. Businesses dealing with California residents' data
· Key points:
· Gives consumers right to know about data transfers
· Requires businesses to protect personal information during transfers
3. Other Notable Regulations
· Brazil's General Data Protection Law (LGPD)
· China's Personal Information Protection Law (PIPL)
· Japan's Act on Protection of Personal Information (APPI)
Common Requirements Across Regulations
1. Transparency. Inform individuals about data transfers
2. Purpose Limitation. Only transfer data for specified, legitimate purposes
3. Data Minimization. Transfer only necessary data
4. Security Measures. Protect data during transfer and storage
5. Individual Rights. Allow individuals to access, correct, or delete their data
Challenges in Complying with Cross-border Data Transfer Regulations
1. Complexity. Different countries have different rules
2. Changing Landscape. Laws and interpretations evolve rapidly
3. Technological Challenges. Ensuring secure transfer methods
4. Contractual Requirements. Managing agreements with multiple parties
5. Data Localization Laws. Some countries require data to stay within their borders
Best Practices for Cross-border Data Transfers
1. Data Mapping. Know what data you have and where it goes
2. Risk Assessment. Evaluate risks associated with data transfers
3. Use Approved Transfer Mechanisms. Like SCCs or BCRs for GDPR compliance
4. Regular Audits. Check compliance periodically
5. Employee Training. Ensure staff understand data transfer rules
6. Documentation. Keep records of data transfers and compliance efforts
Impact on Business Operations
1. Global Data Strategies. Companies need to rethink how they handle global data
2. Technology Infrastructure. May need to change IT systems to comply
3. Vendor Management. Careful selection and monitoring of third-party service providers
4. Customer Trust. Proper handling of data transfers can build customer confidence
Cross-border data transfer regulations are becoming increasingly important in our global, data-driven economy. Understanding and complying with these regulations is crucial for businesses to operate legally and ethically in the international market. As regulations continue to evolve, staying informed and adaptable is key to maintaining compliance.
[bookmark: _Toc1459649][bookmark: _Toc138928390][bookmark: _Toc138928576]

[bookmark: _Toc177040165]3.7 Case Study: Equifax Data Breach
In July 2017, credit reporting agency Equifax were the victims of a significant data breach which resulted in an estimated 143 million U.S. records containing customer information being stolen by hackers. This included social security numbers, dates of birth, and the credit card details of over 209,000 Americans. The breach also impacted other countries, with Equifax admitting that 15.2 million records of British citizens and 8000 Canadians were stolen in the breach. There was over a month’s delay in disclosing the data breach. Senior executives were criticized for selling shares in the days before the breach was announced to the public.
The intruders managed to gain access to the records using a weakness in a popular back-end website application. The vulnerability was made public in March 2017, but Equifax were slow to fix the bug in their networks, highlighting the importance of maintaining the latest patches.
The Equifax hack had the markings of a sophisticated cyber-attack, leading to speculation about attribution, with some in the cyber security community blaming Chinese-backed groups due to similarities with other attacks such as the U.S. Office of Personnel hack in 2017.
The potential for the stolen Equifax data to be used in financial fraud has caused U.S. banks such as Citi Group and Wells Fargo to step up anti-fraud controls.
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